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ACronis
Cyber Protect
Cloud

Modernize your clients’
cybersecurity and backup with
integrated cyber protection

PREVENT CLIENT DOWNTIME AND DATA LOSS WITH
ESSENTIAL CYBER PROTECTION

Acronis Cyber Protect Cloud is the only solution that natively
integrates cybersecurity, data protection, and management to
protect endpoints, systems, and data. This synergy eliminates
complexity, so service providers can protect clients better while
keeping costs down.

STRENGTHEN YOUR SECURITY SERVICES AND
IMPROVE PROFITABILITY

Reduce risk

Secure all client workloads with next-generation cyber
protection. Minimize your clients’ security risks with integrated
cyber protection covering 100% of their endpoints and unlock
unigque capabilities not available from your current security
vendor. Rise to the challenge of 2021's cyberthreats and greatly
reduce security incidents and breaches. Leverage the solution
that’s a leader in independent testing (VB100, AV Test, AV-
Comparatives, ICSA Labs).

Increase profitability

Boost your monthly recurring revenue. Strengthen your security
services and unlock easy upsell and cross-sell opportunities built
on one solution that includes cybersecurity, backup and recovery,
file sync and share, and security management toolkit. Reduce
churn by demonstrating your cyber protection results to clients via
integrated reporting. Build client loyalty and trust with our pre-built
education and marketing materials.

Www.acronis.com

AcCronis

Full-image and file-level backup and recovery
safeguard workloads on more than 20
platforms — with near-zero RPOs and RTOs.

Advanced Al-based behavioral detection
engine stops malware, ransomware, and zero-
day attacks on client endpoints and systems.

Enable thorough post-incident investigations
and proper remediation, while keeping costs
down by collecting digital evidence and
storing it in a secure central repository.
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Lower costs

Cut cyber protection costs by up to 50%. Unlock cost savings by consolidating vendors instead of purchasing
multiple point solutions from multiple vendors. Simplify management, improve workflow automation, and reduce
the security risks caused by using a patchwork of tools. Harness the power of one with an integrated solution: one
license, one agent, controlled and deployed through one intuitive console.

RECOGNIZED MEMBER OF THE CYBERSECURITY INDUSTRY

.. MVI
. member

Anti-Malware Testing
Standart Organization

FIPS 140-2 certified
cryptographic library

Enables
compliance

> ] VirusTotal

VIRUSTOTAL
member

Cloud Security Alliance
member

ISO 27001:2013 certified
information management

GLBA-
compliant

HIPAA-

COMPLIANT
A4

Ms

compliant

M3AAWG
member

Anti-Phishing Working
Group member

EU-US and swiss-US
Privacy Shield certified

* X %
* *

W\  GDPR-
Ry compliant

* 4k

ENHANCE YOUR BACKUP SERVICE WITH ESSENTIAL CYBER PROTECTION AT NO COST

Gain a unique competitive advantage and increase your profitability with essential cyber protection
functionalities that cover all endpoints.

I Cybersecurity

Stay ahead of modern
cyberthreats with award-winning
anti-malware enhanced with anti-
ransomware capabilities focused
on zero-day threats. Prevent data
leaks via local channels.

I® Disaster recovery (DR)

Allow clients on DR-enabled tenants
to establish secure connection to the
corporate network with their personal
devices, or test failover in an isolated
network environment.

www.acronis.com

B®» Backup and recovery

Minimize data loss across

your clients’ infrastructure and
workloads with the best backup
and recovery technology, available
in consumption-based or per-
workload licensing models.

B File sync and share

Increase productivity by enabling
your clients to create and securely
share corporate content from
anywhere, at any time, and on any
device. Only get charged for the
storage you use.

» Management

Centralize your protection
management and provision
endpoints in minutes. Remotely
assist clients and assess system
vulnerabilities and security gaps.
Increase visibility with built-in
monitoring and reporting.

B Notary

Ensure the integrity of data,
while achieving regulatory
transparency and decreasing
security risks with a blockchain-
based service for file notarization,
e-signing, and verification.
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EXPAND YOUR SERVICES WITH ADVANCED PROTECTION PACKS

Add other powerful components to strengthen your services even further with advanced protection packs

and unique cyber protection capabilities. Control your costs by paying only for the functionalities your

clients need. Advanced packs include:

Advanced Security

Replace inefficient, legacy antivirus with integrated
cyber protection that includes full-stack anti-malware.
Increase your detection rate and responsiveness to
the latest cyberthreats. Extend cyber protection to web
browsing, backed-up data, the recovery process, and
exploit prevention. Enable investigations by capturing
forensic data in backups.

Full stack anti-malware
URL-filtering
Exploit prevention

Advanced Management

Streamline vulnerability management and promptly
close gaps in your clients’ IT infrastructure through
enhanced patch management. Gain visibility into your
clients’ software assets and data protection to ease
daily tracking and planning tasks, and improve clients’
uptime by monitoring disk drives health.

Patch management
Fail-safe patching
Disk drive health monitoring

Advanced Emall Secu rlty Powered by Perception Point

Block email threat, including spam, phishing attacks,
business email compromise (BEC), advanced persistent
threats (APTSs), and zero-day threats in seconds before
it reaches end-users. Leverage Perception Point’s next-
generation technology for lightning-fast detection and
easy deployment, configuration, and management.

Anti-phishing and anti-spoofing engines
Anti-evasion technologies

Next-generation dynamic detection against
zero-day threats

BUILT ON ACRONIS CYBER CLOUD

Advanced Backup

Strengthen your data protection services by ensuring
clients never lose data, even between scheduled
backups. Extend backup capabilities to SAP HANA,
Oracle DB, and application clusters. You can also gain
visibility for the protection status of all data across your
clients’ infrastructure.

Continuous data protection
Data protection map
Scheduled backup reports

Advanced Disaster Recovery (DR)

Get clients back to business in mere minutes when
disaster strikes by spinning up their systems in the
Acronis Cloud and restoring them anywhere, ensuring
immediate data availability. Make disaster recovery
painless and increase efficiency with orchestration,
runbooks, and automatic failover.

Production failover to the Acronis Cloud
Disaster recovery orchestration
Site-to-site VPN

Advanced File Sync and Share

Take full control over data location, management, and
privacy with a superior file sync and share service that
includes a transaction ledger to enable notarization and
eSigning capabilities, and supports all platforms. Ensure
data authenticity and reduce fraud by layering advanced
features on top of the essential, pay-as-you-go service.

Remote file notarization
Embedded eSiging
Trusted, independent verification

Acronis Cyber Protect Cloud is built on the powerful Acronis Cyber Cloud platform, enabling service
providers to use one solution for delivering backup, disaster recovery, ransomware protection, file sync
and share, and blockchain-based file notarization and e-signature services to clients. In turn, Acronis
Cyber Protect Cloud provides MSPs with smooth and quick deployment, and a service-rich solution
portfolio that increases ARPUS.

Learn more at P
WWW.acronis.com ceme

AcCronis


http://www.acronis.com
https://www.acronis.com/en-us/products/cloud/cyber-protect/

